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AUSTRALIA

COLLECTIVE DEFENCE
FOR CRITICAL
INFRASTRUCTURE.

Boost your cyber resilience by joining the
world’s first cross-sectoral Information
Sharing & Analysis Centre

OVERVIEW

CI-ISAC has been established in Australia to harness the collective insights of all Critical
Infrastructure (Cl) sectors to provide an information-sharing capability to enable collective cyber
defence for its members. We are building a robust, highly-trusted intelligence-sharing community
and cyber capabilities for critical infrastructure operators within and across all sectors.

CI-ISAC is a not-for-profit entity that represents an opportunity for industry to self-organise and
uplift their own cyber defences in a trusted, sustainable manner. CI-ISAC is purpose driven with a
vision that is in harmony with the Commonwealth objective to make Australia the most cyber
secure nation by 2030.

1300 556 210 CI-ISAC Australia HQ CI-ISAC Sydney
W: www.ci-isac.org.au Suite 8, 84 Wises Road 81-83 Campbell Street
E: info@ci-isac.org.au Maroochydore QLD 4558 Surry Hills NSW 2010



WHY AN ASSOCIATE
MEMBERSHIP?

The strength and utility of an ISAC is
directly related to the number of members
it has brought together and the diversity
of insights and knowledge that these
mempbers bring to the ISAC's intelligence
sharing platform.

For this reason, we are introducing a
new, invite only category of membership
called ‘Associate Membership. The
membership will be offered to select
Critical Infrastructure organisations
(including MSPs and MSSPs that support
Cl organisations) to join and pilot CI-ISAC
for an agreed duration (up to 6 months).

This opportunity will enable CI-ISAC to
demonstrate the benefits of closed source,
cross-sectoral sharing and the associated
intelligence products that these
organisations wouldn't have otherwise
had access to. The membership operates
under the provision that the Associate
Member actively engages via sharing and
collaboration with CI-ISAC.

HOW DOES ASSOCIATE DIFFER

FROM FULL MEMBERSHIP?

No voting rights on member resolutions

No access to the technical Threat Sharing

Platform (TSP) or automated threat feed

Reduced member ‘seats’ which enable
access to CI-ISAC services

Limited access to the Member Portal
Fixed membership duration (not annual)

No fees for the duration of the Associate
Membership pilot

SERVICES INCLUDED IN
MEMBERSHIP

v Fortnightly threat sharing sessions
with members from across Critical
Infrastructure

v Fortnightly Threat sharing
wrap-up/summary based on
member sharing from the
previous fortnight.

v Limited access to the member
portal and advisories issued from
the National Intelligence Office.

v Sector-based Threat levels based
on member observations.
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ASSOCIATE MEMBER FEATURES

Intel Sharing

Threat Levels

Member Briefings

Pop-up Sessions

Intelligence Products

Member Portal

Threat Sharing Platform (TSP)

Member Services

- CI-ISAC

Complimentary membership for up to six months by
agreement.

The number of named employees that are able to
participate in CI-ISAC services/fengagements and gain
access to the member portal.

Facilitated sessions run by the National Intelligence
Office which allow members to share information on
cyber threats. All submissions are anonymised prior to
being analysed. Members are also able to share at any
point via the member portal.

Memlbers from across all critical infrastructure sectors
are able to submit cyber threat observations via the
member portal, the Cyber Threat Level (national) and by
sector is derived from these submissions.

Fortnightly briefings by the National Intelligence Office
analysts on the latest observed threats.

CI-ISAC & partner-presented sessions on cyber topics to
help build awareness, educate members and inform on
relevant threats.

Advisories, reports and technical

threat information developed by the National
Intelligence office to assist members with
understanding threats to their environments.

Dedicated web-based portal for members to access
advisories, knowledge and resources available as part of
their membership,

Technical Intelligence Platform with threat profiles on
relevant threat actors, campaigns and malware. Also
provides access to the CI-ISAC automated threat feed
containing relevant technical indicators.

CI-ISAC support team to assist members with
onboarding, queries and ongoing relationship
management.
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